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NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxabpIM TOJOM MOJIOJIC)KM B HHTEPHETE CTaHOBUTHCS Ooublie, a
IIKOJIbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
IOMHMO OTPOMHOI'O KOJMYECTBAa BO3MOKHOCTEH, MHTEPHET HECET U NPOOJIEMBI.
Ota namsTKa JI0JKHA TOMOYb Tebe 0e30I1acCHO HaXOAUTHCS B CETH.

KomneroTepHbie BUPYChI

KomnploTepHBIid BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX MPOTrpPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT HMOBPEAUTH WJIU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailsibl U JaHHBIE, IOJKOHTPOJbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almylnieHa 3apaKeHHash Mporpamma, a TaKkKe MOBPEIUTh WM JaKe€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CllydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. MHcnonws3yidi COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, HMEIOIIUE
CEPbE3HBII YPOBEHB 3aLIUTHI OT BPELOHOCHBIX IIPOIPAMM;

2. [locTtossHHO ycTaHaBiaMBa madyTH (UUQPOBBIE 3aIlJIaTKU, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJbI0 JOPAOOTKHM MPOTpaMMbl) U ApPyTHe
OOHOBJICHUSI CBOEW omepanmoHHOW cuctembl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita  paspadorumka OC. Ecnum  cymecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TOJ[ MpaBaMH IOJIb30BaTENs, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJNIMPOBATHCSA HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vicionb3ylt ~ aHTUBUPYCHBIE MPOTPAMMHBIE  TPOAYKThI ~ M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHWE HOCUTEIW MH(MOpMAIMK, Takue Kak (Quielika, AUCK
WK (aitn U3 MTHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOYHUKOB,

7. He oTkpbIBaii KOMIBIOTEpHBIC (ailyibl, MOJYYCHHBIC W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 370 He Bu Mepenavn JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb OPCH]I,
Mapka. Eme B 1991 roay HuaepiaHjckasi KOMIIAHUS 3aperucTpupoBaja OpeH.



«WECA», uto o6o3nagano cnoBocoueranue «Wireless Fidelity», koropsrii
NEePEeBOAUTCS KaK «OecpoBOAHAS TOUHOCTD.

Jlo Hailero BpeMeHH JIoluia Apyras abOpeBuarypa, KoTopas sBISETCS TaKOM
e TexHojoruen. Jto abbpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3BykoBoW TexHuku Hi-Fi, uyto B mepeBoze
O3HAYaeT «BBICOKASI TOYHOCTHY.

Ja, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOruMe sKcnepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 0€30MaCHBIMHU.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio gyepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MapoJiv JAOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonn3zoBanun Wi-Fi oTkmioun ¢yHkumio «OOmui J0CTyn K
daiinam u mpuHTepam». [laHHas (QyHKIUS 3aKpbiTa 1O yMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ JJI yI00CTBa UCIIOJIb30BaHUS B paboTe
WM y4eoe;

4. He wucnons3yii nyOnauwunbii WI-FI ans mepepmaum JTMYHBIX JaHHBIX,
HarpuMep, s BBIX0JIa B COLMAIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coeaunenue uepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (ynkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO TMOJKIIOUYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

CounanbHbie CETH

ConnanbpHble CETH aKTUBHO BXOJST B HAIIly KHU3Hb, MHOTHE JIIOJU PaboOTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook y»ke 3aperucTprupoBan MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENIA HE
MOHUMAIOT, YTO MH(POpMAIMs, pa3MEIIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuyb cnucok Jnpy3ei. Y TeOs B JApPY3bsiX HE JOIKHO OBITh
CJIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinai CBOIO YacTHYI >ku3Hb. He ykaspiBall maposiu, TenedoHbl,
aapeca, JaTy TBOEro PpOXACHUA ©  APYIy0 JIMYHYHO  UH(poOpMaiuio.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJIB30BaTh Jaxe WHPOPMAITUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amumiail CBOIO pemyTaiuio - JIEepKH €€ B YHUCTOTe M 3ajaBail cebe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHE TOJIB30BATEIIA BUACIH, YTO THI 3arpy>Kaeiib?
[Tomxymaii, mpesx/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIUCATH U 3aTrPy3UTh;



4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAECLIb, HE UCIIOJB3YH CBOE
peajgbHOe UMS U IPYTYIO JUYHYIO MH(OpMALUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. U36erait pasmenienus: gororpaduii B UHTepHeTe, rie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanu B COIUAIBHOM CE€TH HEOOXOJAUMO UCIOJIb30BaTh
CJIOHBIE TIAPOJIH, COCTOSIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns  colMambHOM CETH, TMOYTHl M JAPYTUX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKA
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3zy.

DJIIEKTPOHHBIE JICHBI U

DONEeKTpOHHBIE JE€HbIM - 3TO OYEHb YAOOHBIM CHOCOO MiIaTexed, OJHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOT'0 BO
MHOTHX I'OCYyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (QyHKIMOHMPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE, Ie
UX pa3AeisiloT Ha HECKOJIbKO BUIOB - AaHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJeHTU(UKAIIMY TT0JIb30BATEINs], @ B HCAHOHUMHBIX UJCHTU(UKAIIUS [T0JIH30BATENS
ABIIAETCS 0053aTEIBLHOM.

Takxke crnenyer pas3iuyaTh DJIEKTPOHHbIE (UaTHbIE JAEHBIH (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUAaTHBIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cyeTy MOOWIBHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IlpuBszaHHbId TenedoH
MOMO>KET, €Cu 3a0ynelllb CBOW IUIATEXHBIM Mapoiib WIM 3aijelllb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnionb3yit omHOpa3oBbie mapoiu. llocie mepexona Ha YCHUIECHHYIO
aBTOpHU3allMI0 TeOe yke He OyJeT yrpokaThb ONAacHOCTh KpaXXHu WM IepexBara
MJIATEXKHOTO MAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipecrymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHsle maponu - 3To mapoju, KOTOPbIE COAEpkKAT HE MEHee
8 3HAKOB M BKIIOYAIOT B CE€OS CTPOUYHBIE U NPOINHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK J0Juiapa, PyHTa, BOCKIMIATEbHBINA 3HAK U
T.11. Hampumep, $tROng!;

4. He BBOIM CBOM JIMYHbBIC JaHHBIE HA CalTaX, KOTOPBHIM HE JOBEPSICILIb.

DJIEKTPOHHAs TT0YTa

DNeKTpoHHAs MOYTa - 3TO TEXHOJIOTHS U MPENOCTABIISIEMBIE €10 YCIYTU I10
NEPECHUIKE U MOIYYECHHIO IEKTPOHHBIX COOOIIEHUM, KOTOPhIE paclpeaesoTcs B
KOMIIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIUAT
CIIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTENsI(@UMs_JIoMeHa. Takke KpoMme nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30IMMacCHON PabOTE C MEKTPOHHOU MOYTOM:



1. Hano BBIOpaTh mnpaBUiIbHBIA MOYTOBBIA cepBUC. B HHTEpHETE ecTb
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTO 3HACIIb U KTO TIEPBBII B PEUTUHTIE;

2. He yka3pIBail B TMUHOM MouTe JIMUHYIO WHPopmaruto. Hanpumep, mydiie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» uim «pok2013» BMecTo «temal3y;

3. Ucnonp3yil ABYXATanmHyl aBTOpH3allMi0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbII T0 SMS;

4. Be106epu CII0XKHBIN Napoiib. [[J1s Kaxka0ro HOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HamMCcaTh CamMOMYy CBOM JIMYHBIA BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Mcrionb3yii HECKOJBKO TIOYTOBBIX SIMUKOB. [lepBbIii 11 dacTHOM
IIEPEINCKU C aApecaramMy, KOTOPBIM Thl JOBEPSCHIb. JTO AJIEKTPOHHBIM agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMaxX U CalTax;

7. He oTkpeiBail ¢aiiiabl U Jpyrue BIOXKEHHS B MUCHbMAax, JaXKe €CIU OHU
OPUIILIA OT TBOUX JApy3el. Jlydille yTouHH y HUX, OTIPABISUIM JIK OHH TeOe ITH
(baisl;

8. [locne okoHuaHus pabOTHl Ha IOYTOBOM CEPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BRIATHY.

KubepOymuiuHr uinu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuar -  mpecienoBaHuE  COOOIICHUSMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHKE C TIOMOIILIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00PBLOE ¢ KMOEPOYIITMHTOM:

1. He Opocatics B 60#. Jlyumumii cnoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4aje YCIOKOUThCS. Eciu Thl
HaYHENIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €Ile OoJIbie
Pa30AOKeIb KOH(IJIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTh B ceT MHHMMas. CyIeCTBYIOT CIOCOOBI BBISCHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTHM XYJIMTAaHCKUWA 00pa3 BUPTyaJbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCE TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyJeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJNY;

6. UrHopupyii enunuuHblid  HeraTuB. (OIHOpa3oBble OCKOPOUTENIbHbIE
COOOIIeHHsT Jyd4llle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

7. ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKUA COOOIIECHUI C
ONPEAEIECHHBIX aJIPECOB;

8. Ecnu To1 cBUneTens kubepOyumHra. TBOU NEUCTBUS: BHICTYIUThH MPOTHUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUSI OLEHUBAIOTCS HEraTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs TOMOIb, COOOITUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.



MoOunbHbIN TenedoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIEPKAT B ceO€ BIOJIHE B3POCIbIN
GyHKUHMOHAT, W Temepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlboTepamMu. OJHAKO, CPEACTB 3aLIUTHI 1JIs1 OJIOOHBIX YCTPOHUCTB MTOKA OYEHB
Mano. TecTHpoBaHME H TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak 171 [1K, To jxe camoe kacaetcst 1 MOOMIIbHBIX MPUITOKESHHM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKU JIOTHAIU
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacuIupeHue (yHKIMOHAJa BIEYET 3a COOOM
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlameko He BCe MPOM3BOAMTENHN BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriaTHbIM. Byl 0CTOpOXKeH, BeAb
Korja tebe mpenararoT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, Goto wim Bugeo. Tl TOUHO 3HACIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI [l MOOMJIBHBIX TeJIe(h)OHOB;

He 3arpyaii mpwIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[locne Toro Kak Thl BBIMAELIb C CaidTa, I/I€ BBOAWII JUYHYIO HH(POPMAILIHIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[lepuonnuecku MpoBepsii, KaKUe MIIATHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOUJIBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEpSCIIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOT/Ia Thl UM HE TOJb3yembcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpst

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO  KPacOYHbIC, 3aXBaThIBAOLIUE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C APYTOM, BBIMOJHSIOT 33JaHUS,
CPaKAIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YJOBOJBCTBUE OHM IUJIATST:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa uayT Ha MOAJEPKAHUE U PA3BUTHE UTPBI, & TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3a1IaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOUT omacarbcsi HE CTOJIBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOETO IapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnmu npyroit urpok BeaeT ceds TIOX0 WM CO37aeT TeOe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. Iloxanyiicss aAMHUHUCTpATOpaM UIPbl Ha IUJIOXOE€ IOBEAECHHE 3TOIrO
UTPOKA, )KEJIATENBHO MPUIIOKUTh KaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3piBail muuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMs WUIpbl HE CTOUT OTKIOYaTh aHTUBHUpYyC. I[loka TbI
UIpaelllb, TBOM KOMIBIOTEP MOTYT 3apPa3UTh.

QOUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUH 3J0YMBIIUICHHUKH IEPEMECTUIIUCH B
WHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCS «IFOOMMBIMY JETOM.

Tak mosiBWIIaCh HOBasi yrpo3a: WHTEPHET-MOUIEHHUYECTBA WM (DUILIUHT,
rJIaBHas 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(PUACHIIMAIbHBIX JaHHBIX
M0JIb30BaTENIeH - JTOrMHOB U maposiei. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJio3peBaeiib, YTO TBOS aHKETa
Obula  B3JIOMaHa, TO HeoOXoauMo  3a0JOKMpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Ucnonw3yii 6e30macHble BeO-CaliThl, B TOM YKCII€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonp3yil cloxHBIE W pa3Hble Mapoiu. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJy4aT JOCTYI TOJbKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JIOMaad, TO HEOOXOAMMO MPEIyNnpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJIEHbl y T€OsI B APY3bsX, O TOM, UYTO T€Os B3JIIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;

6. OTKIII0OUM cCOXpaHeHue mapodisi B Opaysepe;

7. He oTkpwiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHbMax, JaXKe €CId OHU
IOPUIILTA OT TBOWX JApy3el. Jlydille yrouHu y HUX, OTIPABISUIN JIM OHH TeOe ITH
(baibl.

[udposas penyranus

[udporas pernyranusi - 3TO HEraTUBHAsI WM TMO3UTHBHAs WHGOpMaIMs B
cetu o Tebe. Kommpomerupyromas uHbopmaius, pa3MelleHHas B HHTEpHETE,
MOET CEPbhE3HBIM 00pa30M OTPa3UThCSA HA TBOEH peanbHOU ku3Hu. «{udposas
penyTaus» - 3T0 TBOM UMUK, KOTOPBIA (GopMHUpyeTCs U3 UHPOpMalUuu O Tede B
VUHTEPHETE.

TBoe MecTo KUTEIhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKEHHUE,
O0COOEHHOCTH XapakTepa M paccKas3bl O OJIM3KUX - BCE ITO HAKATUIMBACTCS B CETH.

MHorue NOoAPOCTKHA JIETKOMBICIEHHO OTHOCSTCS K TyOMUKAIMU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TOciencTBuil. Thl naxke He



CMOJKEIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JeT Ha3ajd, craia
IPUYMHON OTKa3a NPUHATH TeOsl Ha paldoTy.

KommMmenTapuu, pasmelenne toux (otorpaduii U Ipyrue JeMcTBUs MOTYT
HE HCYE3HYTh JaKe€ IOCIE TOro, KaK Thl WX yAanullb. Tbl HE 3Haellb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JHU OHAa B IIOMCKOBBIE CUCTEMBI H
COXpaHWJIach JU OHA, a TJABHOE: YTO MOAYyMAarOT O TeOe OKpY’Karolue JIIOIH,
KOTOpBIE HAWAYT U yBUAAT 3T0. HaliTu nHopmManno MHOIO JIET CILyCTSI CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIEHHUH, TaK U C HAMEPEHUEM MIPUYUHUTE Bpe. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTaLUU:

1. ITogymaii, mpexzae yeM 4yTo-To MyOJMKOBATh U IEpeNaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpo@uiisg yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npouiIs ¥ €ro CoAep>KUMOro0, CIEail €ero TOJIbKO «JUIs IpYy3eiDy;

3. He pasmemaii u He yka3plBail MHpOpMAIHIO, KOTOPas MOXKET KOro-Iudo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMEHHbIE UIKOJBHUKM - AKTUBHBIE IIOJIb30BaTeIM  IU(PPOBOTO
npoctpancTBa. OAHAKO JAleKo HE BCE 3HAIOT, YTO I[OJIb30BAHHME MHOTIMMHU
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa Tpedyer  coOmoAeHHs MpaB  Ha
MHTEIJICKTYyallbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHTCS K Pa3IUYHBIM
TBOPEHHUSM YEJOBEUECKOTO yMa, HadMHas C HOBBIX HM300pPETEHHN W 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMHU,
dboTorpadusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 9TO MpaBa HA HHTEJUICKTYaJIbHYIO COOCTBEHHOCTH Ha
IPOU3BENICHUSI HAYKH, JTUTEPATyphbl U UCKyCCTBAa. ABTOPCKHE MpaBa BHICTYMHAIOT B
KayecTBE TapaHTUU TOrO, YTO WHTEJJIEKTyaJIbHBII/TBOPUECKUI TpyJ aBTOpa He
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelieHusi aBTOpa HE  MOXET BOCIPOM3BOJUTH €ro  MPOU3BEACHHE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBAThb, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOIHSTH, MOKA3bIBATh/UCHOIHATE B 3UpE WU
pasmemats B MHTEpHETE.

Hcnonb30BaHne «MUPATCKOTO» MPOTPAMMHOTO  OOECTICYCHHS] MOXKET
NpUBECTH K MHOTUM pHUCKaM: OT TMOTEpU JMJAaHHBIX K TBOUM aKKayHTaMm JO
OJIOKUPOBKHM TBOETO YCTPOMCTBA, T/Ie YCTAaHOBIIEHA HeJerajgbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbIC W OECIUTaTHBIE MPOTPAMMBI,
KOTOPBIE MO’KHO HAWTH B CETH.

O noprane

CereBrU4OK.p( - TBOI IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH
0 0€30MaCHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



